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2021 Most Prominent Ransomware

Released on August 4" & outlines top malware strains
used to covertly compromise & gain unauthorized access.

The top malware strains fell into four categories:

Remote Access Trojans (RATS) that open backdoors
enabling an adversary control

Banking Trojans that create botnets, steal credentials, inject
malicious code into browsers, and/or steal money.

Information stealers that are used to gather login information
and then sends it to adversaries.

Ransomware, which blocks access to a computer system or
files until a ransom is paid to cyber criminals.

Suggests mitigation strategies to safeguard your network
and information.
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2021 Top Malware Strains

SUMMARY

This joint Cybersecurity Advisory (CSA) was coauthored by the Cybersecurity and Infrastructure
Security Agency (CISA) and the Australian Cyber Security Centre (ACSC). This advisory provides
details on the top malware strains observed in 2021.

Malware, short for “malicious software,” can compromise | jmmediate Actions You Can Take Now to
a system by performing an unauthorized function or Protect Against Malware:
process. Malicious cyber actors often use malware to
covertly compromise and then gain access to a computer

(@)

*  Patch all systems and prioritize patching

. _ - known exploited vulnerabilities.
or mobile device. Some examples of malware include +  Enfores multifactor authentication

viruses, worms, Trojans, ransomware, spyware, and (MFA)
rootkits. [1] = Secure Remote Desktop Protocol (RDP)

In 2021, the top malware strains included remote access . ;n:k:tgg::'s;:::‘fe;' our data
Trojans (RATs), banking Trojans, information s.leders‘ v Provide end-user a\.:ure:ess and .
and ransomware. Most of the top malware strains have training about social engineering and
been in use for more than five years with their respective phishing

code bases evolving into multiple variations. The most
prolific malware users are cyber criminals, who use
malware to deliver ransomware or facilitate theft of personal and financial information.

CISA and ACSC encourage organizations to apply the recommendations in the Mitigations secfions
of this joint CSA. These mitigations include applying timely patches to systems, implementing user
training, securing Remote Desktop Protocol (RDP), patching all systems especially for known
exploited vulnerabilities, making offline backups of data, and enforcing multifactor authentication
(MFA).

U.S. organizations: fo report suspicious or criminal activity refated to information found in this Joint
Cybersecurity Advisory, contact your local FBI field office at www.fbigov/contact-usfield, or the FBI's 24/7
Cyber Watch (CyWatch) at (855) 292-3937 or by e-mail at CyWatch@fbi gov. When available, please include
the following infarmation regarding the incident: date, time, and location of the incident. type of activity, number
of people affected; type of squipment used for the activity; the name of the submitting company or erganization;
and a designated point of coniact. To request incident resp or technical refated to
these threats, contact CISA at CISASernviceDeski@cisa dhs.gov. Australian organizations should report
incidents fo the Australian Signals Directorate’s (ASD’s) ACSC via cyber.gov.au or call 1300 292 371 (1300

CYBER 1).
This document is marked TLP-WHITE. Disclosure is not limited. Sources may use TLP-WHITE when information
carnes minimal or no foreseeable risk of misuse, in with 7 rules and for public

release. Subject fo standard copyright rules, TLP:WHITE ii ion may be il without
For more information on the Traffic Light Protocol, see v =
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Grant(s) Opportunity

Notices of Funding Opportunities (NOFO) are likely
coming out this month.

Part of Bipartisan Infrastructure Law
378 Grant Programs

www.build.gov will list all the programs along with guidance
for state, local, tribal and territory partners.

Cybersecurity grants and others may have a
communications nexus which creates eligibility for grants.

Opportunity to partner with other agencies to address
mutually shared interests.

PRESIDENT JOE BIDEN

BUILDING A
BETTER AMERICA

BUILD.GOV

A GUIDEBOOK TO THE
BIPARTISAN INFRASTRUCTURE LAW
FOR STATE, LOCAL, TRIBAL, AND
TERRITORIAL GOVERNMENTS, AND

OTHER PARTNERS
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http://www.build.gov/

Priority Telecommunications Service (PTS)

PTS includes:

Government Emergency Telecommunications Service (GETS) for
wireline voice communications

Wireless Priority Service (WPS) for wireless voice communications

Telecommunications Service Priority (TSP) for repair and installation of
organi zationso critical voice at

Continued work on expanding capability with these services
especially with WPS.

As new features are added, your account gains that functionality.

Ability to connect a large number of groups that span governmenta
non-governmental and private sectors.

Easy access through the PTS Dialer app.
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PTS Eligible Groups
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ECC Transition to 10D

Transition of the Emergency Communication
Coordinators (ECCs) nationwide to the regional & REGION'7
Integrated Operations Division (I0OD) offices is I e e ey s 0

critical infrastructure owners and operators and state, local, - -
tribal, and territorial partners through 10 regions, inclusive of Regional Office: Kansas City, Mo.

all states and territories. Location: lowa, Kansas, Missouri, Nebraska;
compiete. e

AT-A-GLANCE

ClI5A regional personnel work with critical infrastructure - _
partners and communities tor Size: 285,606 square miles

Estimated Population: 14,206,230
+ Support preparation, response, and recovery efforts for Key Facts:

ECCs will operate as they always have with additional Caenrt tmsts ot e

analysis, including dependencies and cascading, Robust agricuftural presence accounting for
ateral access to ke ersonne e e e
. making ot ll phases of emergency management 38% of the com, and 20% of the beef
production in the United States

Houses six major military installations

Facilitate information sharing between public and
private sector critical infrastructure partners

Enhance election infrastructure security and other

Close integration with all components of CISA. | e

Improve situstional awareness of cybersecurity risks and incidents

Through & regional office strategically located in Kansas City, Mo., regional personnel manage mission execution through
steady state and incident operations, critical infrastructure analysis, and strategic outreach to critical infrastructure

EV n r partners. Protective Security Advisors (PSAs), Chemical Security Inspectors (CSls), Cyber Security Advisors (CSAs),
Emergency Communications Division Coordinators, and visiting CISA staff all coordinate their critical infrastructure
protection missions through the regional offices, and collaborate on regional critical infrastructure efforts, as needed.

Regional personnel coordinate training events and exercises for stakeholders; participate in external planning with state,
local, tribal, territorial, end private sector partners; and provide advice and expertise to stakeholders on infrastructure

C h e m i Cal S e C u rity protection, data tools and sharing , critical ure sector , and resilience and

recovery.

EVENT SUPPORT

. . . Regjonal personnel provide risk assessments, security-focused strategic planning expertise, threat and hazard information,
ral n I n g an Xe rC I Ses and on-site support for National Special Security Events (NSSEs) and Special Event Activity Rating (SEAR) events occurring

in the region, as well as other major events, as requested by state and local partners.

CHEMICAL SECURITY

ASS eSS m e n tS (Cyb e r an d P rote Ctive) CSls perform regulatory activities for high-isk chemical facllities under the Ghemical Facility Anti-Terrorism Standards

(GFATS) program. These facilities must mest and maintain risk-based performance security standards appropriate to the
facilities and the risks they pose. CSls conduct regulatory inspections, respond to facilities’ complance assistance
requests, and support facllity securlty plan development. CSis also engage in program outreach with stakeholders; private
industry; and Federal, State, and local partners to coordinate the protection of regulated facilities with first responders,

I n C i d e nt S u p p O rt an d An alys i S \tt:‘ea;ﬂdrfgﬁer:g;l aleg”re:ymggf;ﬂn‘ﬁ::;:u exchange of information. Assistance is also available to chemical facilities

CISA | DEFEND TODAY, SECURE TOMORROW
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Branch Chief: WEST

Steve Noel (Salem, OR) Steven.Noel@cisa.dhs.gov
Emergency Communications Coordinators:
Gordy Coles (Salt Lake City, UT) Gordon.Coles@cisa.dhs.gov
Jeremy Johnson (Denver, C0) Jeremy.Johnson@cisa.dhs.gov
Tom Lawless (San Diego, CA) Thomas.Lawless@cisa.dhs.gov
Artena Moon (Carmichael, CA) ArtenaMoon@cisa.dhs.gov
Bruce Richter (Anchorage, AK) Bruce.Richter@cisa.dhs.gov
Brandon Smith (Stanwood, WA) Brandon.Smith@cisa.dhs.qov

Gordy Coles
Region 8: MT, ND, SD

Brandon Smith
and Bruce Richter
Region 10: AK, ID, OR, WA

Artena Moon
Region 9: AZ, N.CA, NV

Tom Lawless
Region 9: AS, S. CA, CNMI,

GU, HI Jeremy Johnson
Region 8: CO, UT, WY

Branch Chief: EENTRAI—

Chris Essid (Hampstead, NC) Chris.Essid@cisa.dhs.gov

Emergency Communications Coordinators:

Jim Jarvis (Port Huron, MI) James.Jarvis@cisa.dhs.qov

Travis Johnson (Baton Rouge, LA) Travis.Johnson@cisa.dhs.gov

Chris Maiers (Waukee, IA) Chris.Maiers@cisa.dhs.qov

Pam Montanari (Clearwater, FL) Pamela.Montanari@cisa.dhs.qov
Derek Nesselrode (Lawrenceburg, KY) Derek.Nesselrode@cisa.dhs.gov
Jim Stromberg (Minneapolis, MN) James.Stromberg@cisa.dhs.gov

Jim Stromberg
Region 5: IL, MN, Wl

EAST

Branch Chief:

Marty McLain (Fredericksburg, VA) Marty.McLain@cisa.dhs.gov

Emergency Communications Coordinators:
Tom Gagnon (Manassas, VA) Thomas.Gagnon @cisa.dhs.gov
Melissa Nazzaro (Pelham, MA) Melissa Nazzaro@cisa.dhs.qov
Chris Tuttle (Maywood, NJ) ChristopherTuttle@cisa.dhs.qov

Melissa Nazzaro
Region 1: CT, MA, ME, NH, RI, VT

Jim Jarvis

Region 5: IN, MI, OH

Travis Johnson
. Region 6: AR, LA, NM, 0K, TX

Chris Maiers
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Region 7: A, KS, MO, NE

Derek Nesselrode
Region 4: AL, KY, MS, TN

Pam Montanari
Region 4: FL, GA, NC, SC
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[:hris Tuttle
MA Region 2: NJ, NY, PR, USVI
P e M | Tom Gagnon (/cting)
Region 3: DE, MD, PA
NJ
DE - S
A MD usvI
0c | i
Tom Gagnon

Region 3: DC, VA, WV ~__._




For more information:

christopher.maiers@cisa.dhs.qov

)
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Questions?
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